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Hacmpoiika OpenVPN ons kamep B-cepuu
BEG\VARD ¢ onyueri BLOXx-4G/B10xx-4GK12/B10xx-4GK220

Mepen Havanom YycTaHOBKM nporpaMmmHoro obecneyveHuss OpenVPN  Heobxogumo

HacTpouTb NybnuuHbIn cTatudeckmn IP-agpec yenesozo [1K (komnbtoTepa, KoTopbii Oyaet
BbiCTynaTb B ponn OpenVPN-cepBepa) B ceTn MHTepHeT. Npu 3TOM gOnyckaeTcsd, YTO BbIXog B
NHTepHeT OyaeTr opraHusoBaH Yepe3 mapwpytmsatop (unn NAT), roe GygoeTr ocCyLlecTBrneHO

nepeHanpasneHue nopToB Ha uenesown K.

BHUMAHUE!

Mo ymonyanuio npunoxenne OpenVPN ncnone3syet nopt 1194.

Ecnv no kakum-nmbo npuymHam ctaHgapTHbIi nopT 1194 mMcnonb3oBaTb HEBO3MOXHO, TO ero TpebyeTcs
M3MEHUTb B HACTpOMKax aKTUBHOIO coeauHeHusa kamepbl (cm. War 7) v B hanne koHdurypauyum

OpenVPN-cepBepa (Npu yCTaHOBKE MPUIOXEHMS B Marnky no ymondaHuio nyTb K danny: C:\Program

Files\OpenVPN\config\myserver.ovpn).

Kpome Toro, 6yaem cuutatb, 4TOo Kamepa c onuuen B10xx-4G/B10Oxx-4GK12/B10xx-
4GK220 yxe nogkniodeHa K Bawen nokanbHOW ceTw, aHTeHHa W SIM-kapTa ycTaHOBIEHbI

cornacHo PyKOBOLI,CTBy No NOAKMK4YEeHNIO.

War 1
3arpysute pekomeHgyemoe npunoxeHme OpenVPN Ha Baw [K. CkayaTb [JaHHoe
npunoxeHne Bbl moxeTe 3gechk: https://build.openvpn.net/downloads/releases/.

NMPUMEYAHUE!

B obwem cnyyae, peanusauma OpenVPN-cepBepa MoxeT ObITb Ntobon. Huke npuBegeHa HacTpolka Ans
NPUNOXeHnsi OpenVPN Bepcumn 2.3.14 (ccbinka ans ckaunBaHus:
https://build.openvpn.net/downloads/releases/openvpn-install-2.3.14-1601-i686.exe).

LWar 2
YctaHosuTe npunoxeHve OpenVPN Ha ueneson K.

War 3
Pacnakynte cogepxmmoe apxvmBa OpenVPN_Server.zip B KOpPHEBYH nanky c

YCTaHOBJIEHHbLIM MPUNOXEHNEM.

NMPUMEYAHUE!
ApxuB OpenVPN_Server.zip Haxoantca B OOHOW narke BMecTe C JaHHbIM PyKoBOACTBOM, KOTOpPYHO
MOXHO CKayaTb C cainTa, B KapTouyke onuun B10OXX-4G:

https://www.beward.ru/katalog/ip-kamery/ip-kamery-serii-b1000/ip-kamera-opciya-b10xx-4g/

WIN HANTW Ha AMCKE M3 KOMMJIEKTa NOCTaBKM Cpean AOKYMeHTaumm Ha kamepy B1510/B2710.



https://build.openvpn.net/downloads/releases/
https://build.openvpn.net/downloads/releases/openvpn-install-2.3.14-I601-i686.exe
https://www.beward.ru/katalog/ip-kamery/ip-kamery-serii-b1000/ip-kamera-opciya-b10xx-4g/

Hacmpotika OpenVPN onsa kamep B-cepuu
BEG\VARD ¢ onyueri BLOXx-4G/B10xx-4GK12/B10xx-4GK220
LWar 4

3anyctute npunoxernve OpenVPN GUI (ecnn oHO He 6biNoO 3anyweHO No OKOHYaHuK

YCTaAHOBKM) C MOMOLLbIO sipfibika Ha Pabouem ctone unu B meHo «[llyck». lNMpn atom B obnactu

yBe,EI,OMJ'IeHVIIZ Ha NaHenun 3agady oormKeH NosiBUTLCSA COOTBeTCTByI'OLLI,VIIZ 3HaA4oOK.

War 5
3anyctute cepsep OpenVPN uepes npunoxeHne OpenVPN GUI. [na aToro wenkHute no
3Ha4yky OpenVPN GUI B obnactv yBegoMneHUn OBaxAbl FIEBON KHOMKOW MbIlUW WU OAWH pas

NpaBou U B KOHTEKCTHOM MeHI0 BblibepuTe NyHKT «[loagkntounTbes» (Puc. 1).

MoKkazaTe sypHan
Pedak THROEETS KOHGHrY PaLKHD
CHEHMTE NEpos

HacTpokiH. ..
Erixoa

Puc. 1
Lar 6

Mpn ycnewHom nogkntodeHnn npunoxenne OpenVPN HasHaunt uenesomy K IP-agpec

Buga 10.2.1.x. B gaHHom cny4yae ato agpec 10.2.1.1 (Puc. 2).

2 Coenpnenve OpenYPN {myserver)

TEK';ILL[EE COCTOAHKE. NOAkAKYEHD

Thudun 1515:37:48 20017 Opert/PN 2.3.14 i636-wE4-mingw32 [S5L (OpenSSL]] [LZO] [PREST11] [IPYE] built on Dec 7 2016
ThuJun 15 19:37:48 201 7 Windows version 6.1 Pwindows 7) 32bit

ThuJun 1513:37:48 2017 library wersions: OpenSSL1.0.20 22 Sep 2016, LZ0 2.09

ThuJun 1515:37:48 2007 MAMAGEMENT: TCP Socket liztening on [4F_INET[127.0.0.1:25340

ThuJun 1515:37:48 2017 Meed hold releaze from management interface, waiting...

ThuJun 1515:37:49 20017 MAMAGEMEMNT: Client contected from [AF_IMET]127.0.0.1:25340

ThuJun 151537493 200 7 MAMAGEMENT: ChD 'state on'

Thudun 1515:37:49 2007 MAMAGEMEMNT: CMD 'log all on’

ThuJun 15153749 200 7 MAMAGEMENT: ChD 'hold off'

Thudun 1515:37:49 2007 MAMAGEMEMNT: CMD 'hald release’

ThuJun 1519:37:49 2017 WNOTE: your local LAN uses the extremely common subnet address 1921680 or 1521681« Be aw|
ThuJun 15 15:37:49 2017 Diffie-Hellman intidlized with 2048 bit key

ThuJun 15193749 217 = WARNING ™ null cipher specified. no encryption will be uzed

ThuJun 1519:37:49 2017 Contral Channel Authentication: uzing ' /mykeys/ta key' as a OpenPN static key file

ThuJun 1519:37:49 2017 Outgaing Contral Channel Authentication: Using 128 bit message hash 'MOD5' for HMAL authentication
ThuJun 15193:37:49 201 7 Incoming Contral Channel Authentication: Using 128 bit message hash 'WMD5' for HMALC authentication
Thudun 1515:37:49 20017 Socket Buffers: R=[3192->8192] 5=[8132->8192]

ThuJun 1515:37:49 2007 do_ifconfig, t-xipwB=0, t->did_ifconfig_ipwE_setup=0

ThuJun 15153749 20017 MAMAGEMENT: >5TATE:1497530269,.455I1GMN_IP, 10211,

ThuJun 1519:37:49 2017 open_tun, t->ipvE=0

ThuJun 15 13:37:49 2017 TAP-WIN32 device [Mogkmoyeste no nokansHoi cetu 3] opened: Y \Globaly{1955CBEE-23AC-4E 0|
ThuJun 1515:37:49 20017 TaPAwWindows Driver Werzion 9.21

ThuJun 1519:37:49 2017 Set TAPWindows TUN subnet mode network local/netmask = 100.2.1.0/10.2.1.1/2585.255.255.0 [SU
ThuJun 15 19:37:49 201 7 Motified TAPWindaws driver to set a DHCP IP/netmask of 10.2.1.1/255.255.255.0 on interface {1955
ThuJun 1513:37:49 2017 Sleeping for 10 seconds...

ThuJun 15 13:37:59 2017 Successful ARP Flush on interface [15] {1955CBE6-83AC-4E05-B887-39C5319FCDER}

ThuJun 1519:37:59 201 7 Listening for incoming TCP contection on [undef]

ThuJun 1515:37:53 2017 TCPv4_SERVER link local (bound): [undef]

ThuJun 1519:37:59 2017 TCPv4_SERWVER link remate: [undef]

ThuJun 15 19:37:59 201 7 MULTI: multi_init called, =256 »=256

ThuJun 1515:37:59 20017 IFCONFIG POOL: base=10.2.1.2 size=252, ipvE=0

ThuJun 15153753 2007 MULTI: TCP IMIT maxclients=60 maxevents=64

ThuJun 1515:37:59 2017 Initialization Sequence Completed
ThuJun 15 19:37:59 2017 MANAGEMENT; »STATE:1497530279(CONNECTED SUCCESS 10.2.1.1)

Puc. 2




Hacmpoiika OpenVPN ons kamep B-cepuu
BE\VARD ¢ onyueii BLOXx-4G/BL0xx-4GK12/B10xx-4GK220
LWar 7

B Beb-mHTEpdelice kamepbl, B MeHt0 Hacmpoliku — Cemb — 4G, OoTMeTbTE ranouykom

NyHKTbl «BknounTb» 1 «PaspewnTb akTMUBHOE coeAuHEHUEe» 1 BBeANTE 3apaHee HaCTPOEHHbIN
nyonnyHbIn ctaTudecknn IP-agpec n nopt Bawero OpenVPN-cepeepa (uenesoro 1K) B nonsa [IP-

appec cepBepa], [[MopTt cepBepal]. Haxxmute [Coxpanutsb] (Puc. 3):

BELWARD R s T N
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E-mail
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IP-agpec
cra g
OcHoBHOI LMo
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CHcTEMHLIE

FTP
DDNS
PPTP
RTSP
HTTPS

| copawm || ooiomm |

Puc. 3
Ecnn Bce HacTpOMKM KOPPEKTHbl, TO B OKHe npunoxeHus «CoepamHeHue OpenVPN
(myserver)» (NyHKT KOHTEKCTHOro MeHio «OTobpa3uTtb cocTtosiHue» Ha PucyHke 1) wvnn B
XypHane npunoXeHnsa (NMyHKT KOHTEKCTHOro meHi «lMokasatb XypHan» Ha PucyHke 1) Bbl
yBuauTe agpec, NpucBOeHHbIn kamepe B cetn VPN. B gaHHoM cny4dae ato agpec 10.2.1.3 (Puc.
4).

FriJun 16 11:45:53 20117 TCP connection established with [AF_INET]182 168.0.251: 14612

FriJun 16 11:46:00 2017 192.168.0.251:14612 TLS: Initial packet from [SF_INETI192.168.0.251:14612, sid=2336f788 Oededl s2

FriJun 16 11:46:02 2017 192,168.0.251: 14612 VERIFY DK: depth=1, CM=Beward/PNS erver

FriJun 16 11:46:02 2017 192.168.0.251:14612 VERIFY DK: depth=0, CN=EewardvFNClient

FriJun 16 11:46:02 20117 192 168.0.251:14612 Data Channel Encrypt: Lsing 128 bit message hash 'MDE' for HMAC authentication

Fri Jun 16 11:46:02 20117 192.168.0.251:14612 Data Channel Deciypt: Using 128 bit message hash MD5' for HMAC authentication

FriJun 16 11:46:02 2017 192.168.0.251:14612 Control Channel TLSw1.2, cipher TLSv1 /55013 DHE-RSA-AES256-GCM-5HA384, 2048 bit RSA
FriJun 16 11:46:02 2017 192,168.0.251:1461 2 [BewardvPMCliert] Peer Connection Initiated with [AF_INET[192.168.0.251:14612

FriJun 16 11:46:02 2017 BewardyPNClient/192.168.0.251:14612 MULTI_sva: pool retumned |Pv4=10.2.1.3, IPvE=(Not enabled)

Fri Jun 16 11:46:02 201 7 BewardWPNClient/192 168.0.251:14612 MULTI: Leam: 10.2.1.3 > BewardVPNClient/192 168.0.251:14612

Fri Jun 16 11:46:02 2017 BewardyPNClient/192 168.0.251:14612 MULTI: primary vitual IP for BewardyPNClient/192.168 0. 251:14612: 10.21.3
FriJun 16 11:46:04 2017 BewardyPNClient/192 168.0 251:14612 PUSH: Receivad control message ‘PUSH_REQUEST"

FriJun 16 11:46:04 2017 BewardyPNClient/192.168.0.251:14612 send_push_repl): safe_cap=940

FriJun 16 11:46:04 2017 BewardyPNClient/192,168.0.251:14612 SENT CONTROL [BewardVPNClient]. 'PUSH_REFLY topology subnet.ioute-gateway 10.2.1.1.topology subnet,ping 10.ping-restart 120, \l:unflgﬁ5 255.255.0' (status=11

]l |

OTkngsTees Mepenoaoiees

Puc. 4
C ucnonb3oBaHMeM OaHHOro agpeca kamepa OydeT OOCTyMNHa Tak ke, Kak u u3 Bawen

NokanbHoOW ceTu.




